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DETAILED ACTION 

1. Claims 1-39 have been examined and are rejected under 35 
U.S.C. 102(e). 

Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraphs of 35 [/.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent 
or (2) a patent granted on an application for patent by another filed in the United States 
before the invention by the applicant for patent, except that an international application 
filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application 
designated the United States and was published under Article 21(2) of such treaty in the 
English language. 

2. Claims 1-39 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Arent (US 6,018,724). 

As per claim 1: 

Arent discloses a method for trusting sites in a communication network, 
comprising: 

a) providing a policy being responsive to input credentials [see COL, 3, 
lines 7-40] for verifying at least two declarations [see COL.4, lines 6-13]; each 
one of said at least two declarations is associated with at least one symbol; [see 
COL.l, lines 58-66 and COL.4, lines 14-20] 
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b) a user accessing a site through a communication network; [see COL. 2, 
lines 50-52] 

c) providing through said communication network a credential indicative 
of at least two declarations about the site; [see COL. 19, lines 52-58] 

d) authenticating the site [see COL.3, lines 29-42] and testing said 
credential against the policy [see COL.3, lines 55-63] in order to verify 
said at least two declarations [see COL.5, line 63 thru COL. 6, line 6] 
and displaying in respect of each verified declaration the 
corresponding at least one symbol, [see COL.4, lines 6-20] 

As per claim 2: 

Arent discloses a method for trusting sites in a communication network, 
comprising: 

i) mapping a subject in said credential that corresponds to said site to 
roles according to said role policy; [see COL. 11, lines 11-22 and COL. 19, lines 
52-58] 

ii) in the case that said subject is mapped to role that corresponds to 
said declaration the latter declaration is verified [see COL.5, line 63 thru COL.6, 
line 6] and said at least one symbol is displayed, [see COL.5, lines 1-7 and 
COL.22, lines 60-65] 

As per claim 3: see COL. 19, lines 52-58; discussing each declaration 
corresponds to a respective symbol. 
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As per claim 4: see COL.2, lines 50-51; discussing the communication 
network includes the Internet. 

As per claim 5: see COL.4, lines 42-60 and COL.5, lines 36-43; discussing at 
least one of said symbol is proxy or user configured. 

As per claim 6: see COL.3, lines 55-63; discusses the authenticating step 
includes applying an SSL authenticating protocol. 

As per claim 7: see COL.3, lines 15-27; discussing at least one symbol is 
displayed in a trusted pane. 

As per claim 8: see COL.4, lines 1-5; discusses displaying in a two pane 
mode at least one original site page in a first pane from among said two panes 
and said at least said on symbol in a trusted pane from among said trusted 
pane. 

As per claim 9: see COL.4, lines 10-15 and COL. 19, lines 52-58; discussing 
a declaration that corresponds to one of said symbols, [symbols such as Seal of 
Trust, Code of Trust represents the particular site is authentic and trusted, and 
VISA card graphic represents the secure payment method accepted by that 
particular site. Arent discusses certifying and displaying the site, payment 
instruments, transfer operations, and security protocol. Although the security 
protocol is disclosed, Arent did not go into details of other types of symbols and 
their declarations that can be displayed on a site. However, a symbol declaring 
the site is sex free is inherently a security protocol which is a measure to 
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supervise and filter the sites having certain contents for children or for 
employees.] 

As per claim 10: see COL.4, lines 10-15 and COL. 19, lines 52-58; discussing 
a declaration that corresponds to one of said symbols, [symbols such as Seal of 
Trust, Code of Trust represents the particular site is authentic and trusted, and 
VISA card graphic represents the secure payment method accepted by that 
particular site. Arent discusses certifying and displaying the site, payment 
instruments, transfer operations, and security protocol. Although the security 
protocol is disclosed, Arent did not go into details of the types security protocol 
and its symbols and their declarations that can be displayed on a site. However, 
a symbol declaring the site is violence free is inherently a security protocol 
which is a measure to supervise and filter the sites having certain contents for 
children or for employees.] 

As per claim 11: see COL.3, lines 37-39; discussing the credential being a 
certificate or certificate chain. 

As per claim 12: 

Arent discloses a method for trusting sites in a communication network, 
comprising: 

a) providing an advanced policy being responsive to input credentials [see 
COL.3, lines 7-40] for verifying at least one declaration [see COL.4, lines 6-13]; 
each one of said at least one declarations is associated with at least one 
symbol; [see COL.l, lines 58-66 and COL.4, lines 14-20] 
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b) a user accessing a site through a communication network; [see 
COL.2, lines 50-52] 

c) providing through said communication network at least one credential 
indicative of at least one declaration about the site; [see COL. 19, lines 
52-58] 

d) testing said at least one credential against the advanced policy [see 
COL. 3, lines 29-42 and lines 55-63] in order to verify said at least one 
declaration from among said at least one declaration [see COL. 5, line 
63 thru COL. 6, line 6] and displaying in respect of each verified 
declaration the corresponding at least one symbol, [see COL. 4, lines 
6-20] 

As per claim 13: 

Arent discloses a said policy includes role assignment module associated 
with role policy; and wherein said testing stipulated in said step (d) includes: 

i) mapping a subject in said credential that corresponds to said site to 
roles according to said role policy; [see COL. 11, lines 11-22 and COL.19, lines 
52-58] 

ii) in the case that said subject is mapped to role that corresponds to 
said declaration the latter declaration is verified [see COL.5, line 63 thru COL. 6, 
line 6]and said at least one symbol is displayed, [see COL.5, lines 1-7 and 
COL.22, lines 60-65] 
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As per claim 14: see COL.2, lines 50-51; discussing the communication 
network includes the Internet. 

As per claim 15: see COL.2, lines 50-51; discussing the communication 
network includes the Internet. 

As per claim 16: see COL.4, lines 42-60 and COL.5, lines 36-43; discussing at 
least one of said symbol is proxy or user configured. 

As per claim 17: see COL. 3, lines 55-63; discusses the authenticating step 
includes applying an SSL authenticating protocol. 

As per claim 18: see COL.3, lines 15-27; discussing at least one symbol is 
displayed in a trusted pane. 

As per claim 19: see COL.4, lines 1-5; discusses displaying in a two pane 
mode at least one original site page in a first pane from among said two panes 
and said at least said on symbol in a trusted pane from among said trusted 
pane. 

As per claim 20: see COL.4, lines 10-15 and COL. 19, lines 52-58; discussing 
a declaration that corresponds to one of said symbols, [symbols such as Seal of 
Trust, Code of Trust represents the particular site is authentic and trusted, and 
VISA card graphic represents the secure payment method accepted by that 
particular site. Arent discusses certifying and displaying the site, payment 
instruments, transfer operations, and security protocol. Although the security 
protocol is disclosed, Arent did not go into details of other types of symbols and 
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their declarations that can be displayed on a site. However, a symbol declaring 
the site is sex free is inherently a security protocol which is a measure to 
supervise and filter the sites having certain contents for children or for 
employees.] 

As per claim 21: see COL.4, lines 10-15 and COL.19, lines 52-58; discussing 
a declaration that corresponds to one of said symbols, [symbols such as Seal of 
Trust, Code of Trust represents the particular site is authentic and trusted, and 
VISA card graphic represents the secure payment method accepted by that 
particular site. Arent discusses certifying and displaying the site, payment 
instruments, transfer operations, and security protocol. Although the security 
protocol is disclosed, Arent did not go into details of the types security protocol 
and its symbols and their declarations that can be displayed on a site. However, 
a symbol declaring the site is violence free is inherently a security protocol 
which is a measure to supervise and filter the sites having certain contents for 
children or for employees.] 

As per claim 22: see COL.3, lines 37-39; discussing the credential being a 
certificate. 

As per claim 23: see COL.3, lines 29-40 and COL.4, lines 6-13; discussing the 
policy being responsive to input credentials for verifying a declaration, and 
wherein the symbol that corresponds to said declaration has a pre-defined 
unconfigurable form (COL.4, lines 41-45). 
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As per claim 24: see COL.3, lines 29-40 and COL.4, lines 6-13; discussing the 
policy being responsive to input credentials for verifying a declaration, and 
wherein the symbol that corresponds to said declaration has a pre-defined 
unconfigurable form (COL.4, lines 41-45). 

As per claim 25: 

Arent discloses a system for trusting sites in a communication network, 
the communication network including a plurality of user nodes inter-linked 
through at least one proxy node to at least one site server, the system 
comprising: 

the proxy is associated with a policy being responsive to input certificates 
for verifying at least two declarations [see COL.3, lines 37-39]; each of said at 
least one declaration is associated with at least one symbol; [see COL.l, lines 
58-66 and COL.4, lines 6-13]; 

a user accessing from a user node, through a proxy node to a server site; 
[COL.2, lines 50-51] 

the server site providing to said proxy node, through said communication 
network, a credential indicative of at least two declarations about the 
site; [see COL.4, lines 14-20] 

the proxy node authenticating the site [see COL.3, lines 29-42] and 
testing said credential against the policy [see COL.3, lines 55-63] in order 
to verify said at least two declarations [see COL.5, line 63 thru COL. 6, line 
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6] and displaying in respect of each verified declaration the 
corresponding at least one symbol, [see COL. 19, lines 52-58] 

As per claim 26: 

Arent discloses a system for trusting sites in a communication network, 
the communication network including a plurality of user nodes inter-linked 
through at least one proxy node to at least one site server, the system 
comprising: 

the proxy is associated with an advanced policy being responsive to input 
certificates for verifying at least one declaration [see COL. 3, lines 7-40]; each of 
said at least one declaration is associated with at least one symbol; [see COL.l, 
lines 58-66 and COL. 4, lines 6-13] 

a user accessing from a user node, through a proxy node to a server site; 
[COL.2, lines 50-51] 

the proxy node authenticating the site; [see COL. 3, lines 29-42 and COL.7, 
lines 5-10] 

the server site providing to said proxy node, through said communication 
network, at least one credential indicative of at least one declarations about the 
site; [see COL.4, lines 14-20] 

the proxy node testing said at least one credential against the advanced 
policy [see COL.3, lines 55-63] in order to verify said at least one declarations 
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[see COLuS, line 63 thru COL. 6, line 6] and displaying in respect of each verified 
declaration the corresponding at least one symbol, [see COL.19, lines 52-58] 

As per claim 27: see col. 3, lines 27; discussing the user node includes a 
browser. 

As per claim 28: see col. 2, lines 50-53; discussing the user node includes a 
browser. 

As per claim 29: see col. 3, line 19; discussing the user node being a cellular 
telephone. 

As per claim 30: see col.3, line 19; discussing the user node being a cellular 
telephone. 

As per claim 31: see col.3, line 17; discussing the user node being a Personal 
Digital Assistance device. 

As per claim 32: see col.3, line 17; discussing the user node being a Personal 
Digital Assistance device. 

As per claim 33: see col.4, lines 6-15; discussing the proxy node configured to 
collect additional credentials from credential repository. 

As per claim 34: see col.3, line 4; discussing the server site. 

As per claim 35: see col.3, line 1; discussing the proxy node. 

As per claim 36: see col.3, line 1; discussing the user node. 

As per claim 37: see col.3, line 4; discussing the server site. 
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As per claim 38: see col. 3, line 1; discussing the proxy node. 
As per claim 39: see col. 3, line 1; discussing the user node. 

Conclusion 

3. Prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Walker, Et Al. - US 6,286,001 

**For further details and descriptions of the rejections above, please refer to 
Arent (US 6,018,724), col.l line 37. ..Et. Seq. 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to LEYNNA T. HA whose telephone 
number is (703) 305-3853. The examiner can normally be reached on Monday 
- Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on (703) 305-4393. The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 



9197 (toll-free). 
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